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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a pay broadcast system 
that can prevent illegal viewing in time shift viewing. 
SOLUTION: An EMM generating/encryption section 6 of a 
broadcast station 1 generates an EMM(entitlement management 
message) that includes information not only at the end of a view 
contract but also at the start thereof. In the case of time-shift 
viewing, a view propriety decision section 26 receives the EMM 
reproduced from a recorder 35. The view propriety decision section 
26 uses the information at the start and end of a view contract 
included in the EMM for the decision of view propriety. Thus, even 
when the EMM reproduced from. the recorder 35 is not compatible 
with program data and no view contract is made at the broadcast 
of a reproduced program, the system can prevent illegal viewing. 
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UAtifflrranjeii 2 6 ^ii4 . 

[004 7] EMM^^U 24«A^$iTJtEMM5-« 
ScM^ 1 K i EMM#jg$r$fi4 «Jt 
L T V > 4 E M M Sr E M Ma^t^ 2 2 14 i. 4 b ft £ , 
*l/^^2 5^^LT?llg«rS1 i ']SgP2 6tc4i.4. t 



i(7) 00 1-333407 ( P 2 0 0 1 - 3 3 3 4 0 7 A) 



fc, EMM^-tU 2 4{ifiM$LTWi>EMM£EMMBi 
^it/m^t%2 8ttlB*1-4 i ifcfco-OVb . E 
M iWffc/ft-fttgtf 2 8 ti E M M X * y 2 4 *>4> <9 E 
MMSrBi^ftLT . S73 4 *»tlE«SEI13 5fctt*fr*- 

8ti. fB1tga3 5*^B^§il7tEMM*s«?-3 4S- 

&7-?gtK W £ECM«^-fcSP2 lteHtfrffcidC 

[0048] -bl/^^2 5ti. VTJl>?4J*mB$ffcli 
EMMpftU 2 4*^^EMM5r5StKL. ?-<Ay7h 
ftK$ tcti E M M m^lt/m^it® 2 8 CO E M M £ 

[0049] imwgmjm 2 6 xfiztitz e c m 

2 6«, flEE^IT'J, S £ WJe L . E 

c iwa-tflas 2 1 #> ox ? 5 v7/Mi $• r x ? 7 v 7 

>mtLXTA7yy?7l 51Z5-Z.&. WRffle 
SP26ti. aB^fc^Lfcfc^teti. 

[00 503 ^^O^tcfcoTti. ftlCTSffigS 
2 6ti, ffl«nrao*iJSfc:IBLT. ftJ»J>^<OJ(lilS«Dffi 
*L fiP*>. a0»»O»7B*^flH8WC*<. ftHli? 
^^mcoffiffitfflv^idt^roTV^. HP*>. ft 
BWHSeSP 26l±.7Jj3*ifcEMM 4>«ffimiMI 
motiffllzj; iT^Ztil ffiBSttMtttttfE CMC 

BRTS* JSeSP 2 6 ti , A7J $ *Ufc E M M *cr>%mm$)ffl 

»74T«iafcs ECMfcJ:oT*$*l4#»Z>ft>8# 

[00 5 1 3 ftE^«^2 6ti. ftBBTfcflJgLfc 
if^tcti. fttttSfg^^ 'J 2 7tcft]gttffi^aj^1-|»<}: 
dtC&-?TV">&. PPV ('M^-fa-) Tti. #11 

^'J 2 7ti. MXLtz («L6) PPV^Sfflfcftjg 
t-SfcA<OflBB£«ttflHgi: LTlEti-r&idtc&oT 
^6. =3r*s> ftJBflWR^ty 2 7fc^Sfifc«18fli« 

it. ftS^Offgfcfflv^ftS. 
[00 5 23 ^oi 3 O*S$ftfcSS*<*>$J'S«0 
■MWeowcbwm-*. 

[00 5 33 JSCS^ ltt, X^7y^USS4fcJ:oT# 
®xyV-MZX7y>7ll$:frl1rZ>. ECM4u£/H| 



ti. #a— ^ #-F I DRV?X?-mKm ntimt 
*trftB#fll*Hfl*L'0-»i. EMM*fej£/*#tt* 
6ti. Bff5eo*-f Sy^T, V-^liKw I 

[0054 3 *IB»fl5JBS8t:tJ^Tti. EMM£j£/Bg 
#{tSP6ti. EMMESgPtti, £H3^aBate&t/i(* 
T**jR*1llWIWiM«*-*. *?5y7Vi/jWK3fi. 

7t#ffiXhU-A&^Bft^$^ECM, EMMti. 

ill. 

[ o o 5 5 3 gftiltfc^Tti. ryft 1 1 £ 

4. a*EIRl4lcJ:->T* W">»£EI»1 3<0flMJfc 
£*ft.4**£T-2\ E CM, EMMti, ^f^?5 
y 7*5 1 5 . EC MfS^ftSP 2 1 7 -f 9 U > ^SP 

1 7tcffi&£ili>. 

[0056 3 IDM£liLflP18ti. IC*-K19*»4> 
^7— FID Zm& IX 7 ^ )V9 0 >7® 1 7 tflBfrf 
*. 7^/^'jy^l 7(4. *-HID*itlWii 
itCioT. «-KlllB514<oai**>fei(IBaOEMM* 
7-f^'J-v/LT I C^-Fl 9\iZW)th. 

[005 73 IC*-K1 9<7)EMMfS#^gP2 2ti. 
Kmi«'J2 3K-7^-IKi SrSSitiLT. IC 
9tcA73$^EMM$r«-5!-L. EMM^^e'J 
24tfBA-^4. EMMa^tgP2 2tiEMMtC 

^^itl»7-^l|Kw SrECMa-§-fbgP2 ltc4^.4. 
C107-^l|Kw ^ffl^T. ECM«-9ft«2H4. » 
«lllll4 36»4>^)ECM*a^*. JliltiO. EC 
M«^fc«2 lti7^7y7Vm2r-&tfECM2r#Tft 
ll^5fl€f?P2 6tcai73-ri). 

[ o o 5 8 3 mmm 1 a^oscj*^ tcg^o 

EMM*%ttl^V^tc:ti. EMM«^-fbSP2 2tiE 
MM^t'J 2 4fclSiW$fL'C^5EMMtf07-^K 
n £ecm«^S2 ltawrf*. 
[00593 -bl/^^2 5tiEMM^ ; &y2 4*^i7)E 
MM SrftB-BTgflgap 2 6 tCitiTJ^S . ftJEt^SfJSai 

2 6ti. ECMtEMMttc^v^T, fx^yy^yl 
5 IZ A7J $ tlX V ^5 Sfflx- ^ **fttt5r«)Sffltf5 1 <0T 
ife4*>5*>&*l^-4. a-WJtnys lTftHSr 

saitft-/*/!' («m) ti. ftigsfttcioTfte 

SiS2 6ti. X^7>-7vl 5liZXjlZtlX^immT 

-?fimm*w%m0)i>cvx'hz>ii(7)tpi%.i. ecm 

tc*Sii47^7y7/H[iSrT7^7y7;Ug|i: LTr 
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[0 0 60] T*9y>77 1 5(4, TZ7y>7)l>m 
y y?y 1 5 A^<7)#ffl* h 'J -MtM P E Gf 3 

[ 0 0 6 1 ] a-lW*l«Lfc#»6«l!BBa»* 

/it^*v^i*»=tt, wwreweiii2 6*i, ecm, 

ei®gt§<ri:i4r#&v>. 

[ o o 6 2 ] 8«pre«}g»2 6ti. 

«££«to fc#fi# P P v t* 6 *£fc (4 . SBflftl 
«BflM)b« ; tU2 7t1ffliWft. 
CO 0 6 3 3 i-WSfficoieiliSr^-ri) h<T> 
fth. Cl<0*§£«4. S^HISSI 2*^0#ffir-^ 
(4. *^3 2*rtLTlE«8S«3 5fc«l*S*l. EttflE 

[0 0 64] 4fc. flJ9»iBKl 3tt3W@Kl 20 
SMJ fc#«El» 1 4 K4i 5 . i 0 LX , 
fcfeWtfc, EMMa^-f/l^'jy^gJl 7*^ I cx? 
-Kl 9fcfl8frS;h.4. EMMa*ffc»23tt, Kmi 
^ J EU2 3*»<?>ttajLfc'7X^-«K« SrfflWCEMM 
fca^U a«aS*S:EMM^tU 2 4C{itfJt*. E 
MM^tU 2 4{iEMMft^fl:«2 2<7)ffi7Jt:4-?Tie 
»l/tv*4EMM£JSPrt4. 2rfc. gflS$5?)EMM# 
ft&Sft&ltfJte-fca. EMM**l>2 4ttfiy$LTV> 

[0 0 6 5] #ffl<?5lB«l^tCt4, EMM^^U 2 4i4ft 
»LTV^4EMMS:EMM flHHfc/Wflai 2 8 fcffi * 
t*. E M MB£-if fc/a-f ftgB 2 8 (4 . A*£*lfcEM 
M^Bf-f-fbLT I C*-F 1 9#>4>tiW]t-Su **ft£ 
*x£EMM(4S^34*^faiJ^»3 5(;:«£$ft. IE 

fc£Cffi»«ttfc:l2*t4. 

[ o o 6 6 ] jjctc. jl— 5&m%tix 

vi4#il£if£LTfl*tSfc*)i:t*. Zcom^lZ 
14. >-XTA3>ho-7 2 9t4. QOtt^DKl 3(c 
ffiflSa3 5*>atfj£*K?-frSfc#fc. -feU??2 5 
CEMMBf#ft/a-^ka52 8<oa}^2:3S^S*S. 15 
ggK 3 5 4><0*Hr - * (4tJJ 0 Si ®S§ l 3 £ L 
T^KHIttl4t^$itS. £83313 5*^ 
H £ $ iifcSa-r - * fcttffit * E M M 14 . JffF 3 4 *» 
to I C X?- H 1 9 |*I£0EMMB^t{ll/a-§-ftgS2 8 tft 
EMMBf#ft/a#ft;»2 8{4II^SiXfcE 
MMfca^LTattt*. 

[0 0 67] #8tE]S&l 4(4. B^aJ^+OSfir-^ 
&TA7y>7"yl StCiWjU E C M £ E C Mg-f-ft 
»2 1fcifJ:frt4. ECMa^r02 114. EMMBf^- 



SrJHWC. ECM£ft-tfct6. ECMfl»ft«2H4 

a#ufcECM*aarra3|sj]6»2 6fcmAi-*. *u 

? 9 2 5 (4 E MMBf^ffc/a^fcS 2 8K«EMMt 
WTg¥!l£»2 6tCffi7Jl-^. 
[0068] ^C04 3 fc, «Bn"rgf!B£»2 6 fctt. # 

fcEMMfctfA^Sft.*. TOT^M5£SB2 6(4A7J$ 

nstECM. EMMj&>feS]ssj5*w^ts. wmm 
h msai . mmwmfeffl 2 6 s e c m , 

EMMfr&«B»Ti:1*£t*£i:i& !f, C&4. 3t(C. S» 
14. «^5«je«2 6tiA*$*lfcECM. EMMA 1 

[ 0 0 6 9 ] 4fc . aWSK»*r»+ta3!L>S«^. fi?5 

*^iaii assti f-+ 

JEtS E MM ^SttsretfDiRKCJBV^ i t i^) 

[ 0 0 7 0 3 i ZX\ -x— f <vtek 4 0 r , isii^a 
3 53^tH49iifc#fflk»i6L*v^EMM*q»aRra 
¥!lS*26KA*S<iit)Wi:t4. Witf. #ffiA, 
B#C*ftl»?i®^* i 'il3X(4ll4 lC^t«fflT-ai» 

flW*»Sfufe*BB C«JCt6 E MM*WST5 
¥fl^»2 6KAAS<l4fc^)i:t*. **J. ftfiBtJ* 
JGtSEMMfcL fatkHaw^BBTSWHJBSrttKJ: 
iitf. *fiAoa^«r^lECt4fc«>i:t4. SP*>. # 
fflBC*fiBtl>EMM(4, «7-^ttKw **#«AtfflV^ 

^ii^ tot h— ?a 0 . * k . «Bm<^>»7mt* 

[0071] «E^ISfJ£a52 6(4. EMMC 

JM"*. SP*>. H3SU ; ^4<7)J1^C(4. #SB(C»J35 
1 4 E MM 4" tc(4 . SUBOSiOinMA^Ki A<7)tmB 

h , snnrsmi 2 6 « , st§ a * e c m t 

#fflBfcStiStSEMMfcjS*A*S*Ut«^-C<>. 
A(COOT(4?ie^t¥iJgt-S. . 
[0072] Ciltif). SKSfi^tf^Ti-vflrV^*! 

fcJL-1f*«K*Tt», 3E«te5"f^7M«tt*it 
[0073] w«04 3 (3. *Hift<^JBfc*3V^t4, E 
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X^lcr>X\ J-— fa^^SSfflfcttJELTV^E 

[0074] 02ii*^<OffiOHli^JBSr^-r7"n 
7?HT*4. H2fc*iiVCHl 

fc ttT * *jat<?MKBl:*J v UtH 3 ftMH 5 W 
l>-fii«0«^^fcv^ t^E^UgSrffljh^rfgiwL^ few 

mmcmmt, muz^-t^t^-xh 

aWHfc<OJBJBte*JV^Ttt. EMM«fttfll»38»^IJI!tt8* 
T ^lE&MZmt-tZ Z btfX'% 

[0 0 7 5] H2fcfiOT. TO;K&SfflfR4 5U* I 
C#-K 1 9(IfttT I C#-K4 OfcSfflLfcjfoSflSI 

l«#flftiSglI*10fcg$:*. ICtf-MOtt. 
E MMHf^fc/a#^t»2 8 fcftiT EMMtECMBf 
mt/'miYMA 1 £8UBU a)^ISW^2 6 fcft 
;lT«tt»F5f![£8l54 2 SSfflLfcjSC** I Cit- H 1 9 

[00 76] EMMfcECMBtf-ft/a-f-fki^UC 
EMM^U 2 4fr£>EMM#A:fc£ftSJt*ltTft 

<, ECMa^«2i3&»4>a^snfeECMt>Aij* 

itS J: a -> T V . EMMtECM Bf ^-ft/ft-f -ft 
$4 112, A7J£il£ECM, EMM*»*^i>*TB| 
Bf^ftLfcECM, EMM £3^3 4 5:^ IT 
f^a3 5(Clti*-ri><to(C ; 5:oTV^. ECM, E 

•fbLftWtff. ECM, EMM^KDaj-fClt(iT*#^ 
l\ IP*>, ECM, EMM<7)-*-c7)^.5:» &-§-ffc-£-f t 

[0077] i£Hilfi3 5ti, S^34*^WECM, 

EMM^sif- ? i^Mis^ ■&TiE»aE#fciaft'r 4 . 
mmw.3 5i±. isf-^^ittisfcu. *«5ti>E 

CM, EMMSrH±LTSg-?3 43&^ I C*-F4 Ofc 

[0 0 78] EMMfcECMBt^ft/a#ftffl4Ul. 
^F-3 4^LTA^I$^7tECM, EMM£fS-§-lb 
U *l/^^2 5fe^LT««»re ! MjaW4 2fc!fi*t' 
•Sfc&fc. a-^bLJtEMM^y-^aKw arECM 
m 2 1 J: o KSr-o xm . 

[0079] 3W?reW£»4 2Ji, 5£l*fcU\ EM 
MtECMBftft/a-^-ft;S4 1*^EMM&VEC 



2H, EMMiECMBf^-fb/fg-f-fbSM 1*>4><^EC 
MfcECMg-f"fcSB2 l*^WECMi:^-S(^ffi 

[OOSOlJtaLfci-jfc. ECMrtCli. EMMW 
fcNSO 3fi^4ittv^. aKBR5¥9£j|54 2tt. 

tfX'% htK mmn^m* 1 /HMa-eatfur 

fcicioT. HHI^RMtW&JTOBl: . Ml 
HBUe^aWfc-fSi:, -?-«Bl*IW#fflfc*tLT4ME 

«E^fe^tt* j S) 4 . yxfA^ mm-? &mmm?>wfa 

V\ 

[ o o 8 1 ] mz. z(oxoizm^iit:mm(omm<o 
mmz-o^xmi-rz. 

[0082] smmzii, mmm%i 2frhx?yy? 

ttz. EMMtECMBf^-fb/fS-f-ft;SP4 1 Ui. EM 
M^t U 2 4^ E C Mft-t-fbSS 2 1 *>^> . EMW"*# 
iSfcitJEEL7t:EMMtECMt36»'A^SilS. EMMt 
ECMBf#^fc/ffi#-fbS?4 1(1, A*S*UfcECM, E 
MM^ffltcLT. ffifc^o/SECM, EMM^m^-f 
4. EMMfcECMBf-^H/ffi^-fb^4 lOffiWi. Ml 

[0 083] iei*Sa3 5(i. X?7>7 

*lfe*af - ^ * Sr? 3 3 LTW "9 1 
3iCffi^-t4tft{C. Hf^fb^itJtECM, EMMCOH 
Srffi^3 4Sr^-tT I C^-H4 OcOEMMt ECMBf 

^{b/m-5HbSS4 lfcffi^-rs. 

[0 084] EMMfcECMBf^-fb/fI-t-fb^4 HlBf 
-f-ft^iXtViSECM, EMMSrfl-^L. ECM, EM 
MOllSr-fe ^ 2 5 5r^LT^III^ISfl^gP4 2 fcffl 

EMMfcECMBf-f^fc/a#ft»4 1 
(1, ECMM^ECMfI^-fbgP2 l(Ct,ffi^-f4. EC 
M«#ft» 2 Hi. toWIsm 1 4 3&»A>B^#fi+«E c 
M:WF-*.6iU EMM+W-^HKw 2rffl^T«#fl: 
L, a-^LfcECMSr1SBHr5i( i 'Jjea54 2fc{B*-rS. 

[0085] ?lK^ISfl^g|54 2 U. S^-f"4#ffi(;o 

•CA*S*lfcECM*«ECMa^ft»2 l*^OECM 
<,z-Wcflfr : 5frZm%.?&. ^IE^F5f'J^gS4 2t4. 
A* $ tltz 2 -PC?) E C M Sr-gc 4: ¥'J^ L7t*^tO* , 
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[ 0 0 8 6 3 i iT. i— f O^IEfc i ->T. IE$$$IS 
3 5*>^H££:hJt#fflfc#JSL&^EMM, ECMcO 

fiC^Btftfc. Mgi3ft£ft£#iSBfc«S-f4EM 
MfcECMC5ffi#IC^-F4 0«CA^$itl)t<5Dtt 
4. fcfc. *fflBfc$«et4EMMHu fl&*i:Rfttf>fl! 
KTO<OfiJj£SSfcfcJ:*i«r. Si£§CiD«#£*»t4 

totts. 

[0087] ^^%^{C*3V^T t . E CWm\tU 2 1 
EMMfcECMBf#ftL/«-tfl:g&4 lHOEMM 

^fflv^T. ECM^a^tnrtgrfes. u»u aaar 

£¥'JSSS4 2(i, ECMS^t;S52 l*>^ECMtE 
MM fc E C MBft-fL/a-f-fbgP4 1 *»4><7)E C M t <0- 
S**lJ£t4. ECM{4#HSr1»J&t4flW8**L. , CV^ 
4fl!)T,'8nRpffWe*4 2tt, EMMtECMBf-f-ft: 
/a-f-O 41*»4>«OECMkEC MflWfcW 2 1 4> 
<0E C M*CF-RT&* i fc S-f!l£t4 £ fc 4 . 
[00883 2tt. \~h%ftfz 2 r><F> 

ECMdqF-ScTJbSfc^LJt^fcfcJt'). IC*- 
K4 0 fcAa$ftfcS£*HO«IWiWC»*fc<0i: 

wet*. ip*>. £<o*£fcii. f^;7y/5i 5ic 

[00893 a(^at<OJWBKJ:*Uf . EMMtl 
«^RBWWflHBS:*rt4ii:*<. 03&1/04O 
Wcfc^T fc . :FIE*iB§£l95iht 4 £ fc #T'# 4 Z t it 

[00903 i 3 1, *^ifi<7)^«{cfcv^-c(i. e 

MMtECMfcSrffltcLTBf^bL, S£ffiffltf>fM-fc 
EMM2rffl^4^fct±. iOEMMtit^EC 
Mt> I C^-F4 0(c5Mit?J:^{^->TfcO. 
ft*#«f f -**»4>»fcECMi:ia*8iI3 5*»4>t»fc 



[009 1 ] ^rfc. taPr5W£»4 2^-ft i f» 
#atLTte«*^#£* s #;l4ix4. Witf, ECM 
l*li::#ifi#^-£l2ffiU ^^iJfflL-CkiK 

Oi)»9>4#ffl«^S!l l 3 3T4 1 ri:fcJ:0. ECM 
^HRItR^fcffitfHfcHJH*) EMM Sra-^-icf flfflt 4 £ 
£4. 

[ 0 0 9 2 ] ifc. HHB»K*>*0>ft««5rffii: LTs 
e c Mrtfc£*ii4 r 7 >7)imM&>tfmtf-Wt. 
1 4 sWSfrfcflJttS i 3 1 1 X i> X \,\ W=, ECM 
VfflfecoMfrZ*. ECMTfKgl/CiJU. t4*> 

HHtfflje«*ife«E£ 4 CDX'$> 4 . I C * - H 4 0 rt 

t t-zBmmnmu m*ztf*ntTk*-ox^ 
4*^tcJi. H-ttW}to**i ixmmmmt 

4*6$rif«5et*. Cl^J:p{ct4^i:{3j:o-C, St 

£#ffl«3KB* $ *t f!lig*fBl|fi fc & 4 . 
[00933 

[#»03&*] ia±lli>!l!LfcJ:3fc*5MBfcJ:iitf. 9 

fcfi&jfct 4 ■! fc 4 1 H 0 3»***t4 . 
[0ffi<Of£#&fftBJ3 

[013 *^B^-||]5l^®^«4*f4KjMv-x-fA 
at/*H»iiBMttl*^t^o * ?H. 
[023 *^OffiOlHft<0«JB**tyD-y^BI. 
[03 J ft^fcfitt*HB&fc«^4fc*X0RBH 

0. 

[04 3 ft^fcfctf *im£*«^4fc»«R9i 
0. 

[05 3 «3^K«{t4ISJHjj5[S:«WtSfc«>ORB)! 
0. 

1— ftxSA. 6--EMM£j£/B|-f-0. 10-fffltt 
2 1-ECM«-9^»» 2 2-EMMa*ft*s 2 6- 

aaprawBai. 2 8-EMMi**(k/a^fc», 35 
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[05] 



EMM 






HMM 





(51) Int. CI. 7 agf 
H 0 4 N 5/44 
. 5/76 
5/91 
7/08 
7/081 

// H 0 4 N 7/20 6 3 0 



F^-A(##) 5C025 AA23 AA30 BA25 BA27 BA30 
DA01 DA04 DA05 
5C052 AA01 DD04 

5C053 FA20 FA21 FA23 HA40 JA30 
LA07 

5C063 AB03 AB07 AC10 CA40 
5C064 CA18 CB01 CC01 DA01 
5J104 AA01 AA16 BA03 EA01 EA07 

EA17 NA03 NA35 NA37 PA04 

PA05 



F I 

H 0 4 N 7/167 
H 0 4 L 9/00 



H04N 



5/91 
7/08 



Z 

60 IB 
62 1 A 
P 
Z 



(##) 
5 J 1 04 



